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Introduction

Toowoomba Grammar School (TGS) strives to provide its community members with
the appropriate skills and knowledge to safely and effectively use, create and interact
with the ever-evolving technologies available.

Staff, students, parents and other community members are responsible for the
content they publish or share on social media platforms - therefore it is important that
they understand what is expected of them while using social media in both official
and personal capacities.

These guidelines have been created to inform and support appropriate, safe and
acceptable use of social media for all members of the TGS community.

Community Members

The TGS Social Media Policy and these related guideline apply to all staff, current
students, parents, Old Boys, volunteers, and organisations engaged by the School.
These parties are obligated to comply with these guidelines to ensure the safety and
privacy of community members, particularly students, and to protect the reputation of
the School. The use of the term parent refers to parents, legal guardians and carers.

Defining Social Media

Social media is a set of internet-based tools used for sharing and discussing
information among people. Social media refers to user-generated information, opinion
and other content shared and discussed over open digital networks.

Social media includes, but is not limited to:
e Social networking sites (e.g. Facebook, LinkedIn, Instagram, Snapchat)
Video and photo sharing websites (e.g. Flickr, YouTube, TikTok)
Blogs, including corporate and personal
Micro-blogging (e.g. Twitter)
Forums, discussion boards and groups (e.g. Google groups, Whirlpool)
Wikis (e.g. Wikipedia)
VOD and podcasting
Email and instant messaging (e.g. Skype, iMessage, WhatsApp, WeChat)

For the purposes of these guidelines, the following platforms are also considered to be
social media:

e Microsoft Teams

e Online role-playing (and other) games

e Any website where users can post content, comments and messages
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Social Media Guidelines

TGS Official Social Media Accounts

Toowoomba Grammar School has a number of official social media accounts. The
Marketing and Digital Media Officer, the Marketing Officer and the Director of
Advancement are the only staff members authorised to use social media for official
TGS communications. The only exceptions to this rule are for the TGS Boarding and
TGS Sport and Activities Facebook pages where specific staff have been given
permission and training to post in an official School capacity and the Director of
Advancement manages these permissions.

As part of its social media use, the School will maintain and manage a database of
students who are not able to be identified and/or named in any social media, online, or
marketing activities. This database will be regularly managed by the marketing team
and shared with appropriate School staff.

General Principles

The following general rules apply:

¢ |f you wouldn’t be comfortable with the information, images or your behaviour
(including comments and content) being publicly known - do not proceed

e If you wouldn’t say a thing directly to a person because it is unkind, or others
might deem it inappropriate (even if you don’t) - do not proceed

¢ Where there is potential for misinterpretation of tone or intent - do not proceed

e Work on the assumption that your content may be shared to others who may
not have been intended to view the communication

o Do not disclose other people’s personal information or publish images of others
without permission

e Keep all communications appropriate and respectful
Unless you have explicit parental or School permission, do not post
photographs of students, whether the students are named in the post or not.
Be aware that people may be readily identifiable even when names are not
used

Parents, Volunteers, Old Boys, Contractors

As a member of the School community, any posts on social media are by extension, a
representation of the School. As such, parents, volunteers, Old Boys and contractors
are reminded to be professional, respectful and positive in any online activity.

Staff, students and families should never be discussed through social media. Opinions
and discussions related to the School that could negatively impact on the School’s
reputation should also be avoided. Any opinions made online are to be factual and
made clear to the audience that it is your personal view and not that of the School.
Should the School, or a member of the School's community be brought into disrepute
or subjected to defamatory comments through posts made via social media, the School
may elect to terminate enrolment of the student and undertake legal action.

Social media should not be used to make complaints about School activities, initiatives,
etc, nor should it be used to contact a member of staff regarding official School
business - these concerns should be raised directly with a School staff member via
telephone, email or a face-to-face meeting.
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From time to time, the Director of Advancement may give permission for TGS
community groups (such as P&F supporter groups) to have their own social media
channels. These channels should not be created without written permission from the
Director of Advancement. Where permission is granted, a TGS marketing staff
member must be given full administration rights.

Social media groups owned by members of the School community exist but are not
officially endorsed by the School. An example of such groups are the year level parent
Facebook groups. The following guidelines must be applied:
e Parents should ensure that when identifying (or when identified) as a
Toowoomba Grammar School parent, that any social media communications:
o Are lawful
o Comply with the School’s policies and procedures, including (but not limited
to) the Code of Conduct, the Privacy Policy, the Child Protection Policy, the
GPS Photography, Filming and Streaming Policy
e Permission must be granted by the Advancement office for any page that
contains the School’'s name before it is set up
e Given these groups are often represented as an association to the School, it is
requested that communication with and within these groups remain
professional, respectful and positive, and not bring the School into disrepute
e The School accepts no responsibility for these groups and the information
contained within them
o A TGS marketing team staff member must be an administrator of each group
and will intervene or remove posts or discussions if it is determined that the
Social Media Policy and its associated guidelines are being breached
Photographs of students or staff are not to be posted under any circumstances
e Should a member of a group have a photograph they would like posted, it
should be emailed to communications@twgs.gld.edu.au to be dealt with by the
marketing team
e Staff members who are also parents and participate in these groups as a parent
do not represent the School and are not expected to respond to School
enquiries. Feedback and enquiries should be directed to the appropriate staff
member for resolution
o Staff members who are also parents are still bound by mandatory reporting laws
e Members of the TGS community should not represent or communicate on
behalf of the School without prior approval from the Director of Advancement
or Marketing and Digital Media Officer

The following guidelines should be applied to photography at School events or
activities:
e Parents are only permitted to take photographs of their own children
e Parents should not post photos or videos that contain images of other students
¢ Any parent, volunteer or contractor taking photographs or videos at an official
School event or activity in their role as a volunteer, contractor, P&F supporter
group representative, etc must store all photographs and videos on the TGS
network. Access can be arranged via the Director of Advancement. All such
photographs and videos should then immediately be deleted from personal
devices and external and cloud storage
e Parents and volunteers are not permitted to provide volunteer professional
photography services without first having signed an appropriate agreement
with the School.

Parents should read the Parent/Legal Guardian Code of Conduct in conjunction with
the Social Media Policy and these guidelines.
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Photography and videography

TGS takes the privacy and safety of all students very seriously, especially when it
comes to social media sites and other public platforms. The School recognises that
some families do not want their child’s image to be placed on social media sites or
used in a way the parent has no control over. Some students may also be subject of
confidential court orders expressly prohibiting photography.

The School, through the marketing team, will maintain a ‘do not photograph’ database
and ensure that relevant staff are aware of the students on this list to ensure as much
as possible there are no unauthorised breaches of a student’s privacy. Parents can
change the permissions for their child at any time and this can be done by emailing
communications@twgs.gld.edu.au.  All members of the School community are
expected to respect the wishes of parents in relation to this issue.

TGS adheres to The Great Public Schools Association of Queensland (GPS)
Photography, Filming and Streaming Policy. More information about this policy can
be obtained from the Director of Advancement.

Breach

Where use of social media adversely impacts on the School or its community
members, TGS may take disciplinary action.

If a parent is found to be in breach of these guidelines, the Parent/Legal Guardian Code
of Conduct will be used to help determine appropriate consequences.

For contractors, suppliers or organisations engaged by the School who are found to
have breached these guidelines, there may be consequences including termination of
contract.

Any behaviour that constitutes a crime will be reported to Police and an investigation

may be commenced by the Police. The School will have no influence on any Police
investigation.
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