silkKwood

Student ICT Guidelines

"At Silkwood School, Technology is a learning tool."

In using ICT Resources for learning tasks, | will:

e Be considerate of other users;

e Respect everyone's privacy, and do not seek access to files or messages intended for or belonging to
others;

e \irus check outside data before use via the Advisor;

e | immediately report any damage, errors or faults with ICT resources to my Advisor;

e Report accidental access to controversial, inappropriate or offensive material to my Advisor;

e  Only use my own logon (unless directed otherwise by a Advisor);

e  Only print material related to my learning;

e Access via the Silkwood ICT Network only;

o Apply correct ergonomic principles as shown to comply with workplace health and safety requirements;

e Treat school equipment respectfully.

| will not use ICT resources to:

e Access, copy or distribute any controversial, inappropriate, obscene or offensive material;

e Attempt to send, transfer or create computer viruses. Download or install software that violates
copyright, intellectual property or licensing laws;

e Access streaming media such as sounds, music, videos and games without Advisor's consent;
e Use the school ICT systems for anything other than agreed learning unless an Advisor permits;
e Be involved with digital or physical vandalism, harassment or bullying;

e Use, manipulate or transmit photos of other students or staff without Advisor approval;

e Reveal my full name, personal address, phone number, or those of other students or staff in any digital
communications;

e Digitally chat with others about things that do not relate to learning programes.

Screens and digital devices, including phones and computers, are not to be used as toys or
entertainment on school grounds.

Smart devices at School

The widespread ownership of smart devices among young people requires that school administrators,
Advisors, students, and parents take steps to ensure that smart devices are used responsibly at School.

The School acknowledges that the proper use of smart devices can be a valuable asset, communication
support, and an aid to increase student safety.

The decision to provide a smart device to their children is the responsibility of the parents or guardians. The
School accepts no responsibility for any personal electronic device loss, theft or damage.

Contact with parents in the event of iliness or other urgent matters will be managed through the School
office after a student has been referred to or attended sick bay for treatment or assistance.



Parents are reminded that in cases of emergency, the School office remains a vital and appropriate point of
contact and can ensure your child is reached quickly and assisted in any appropriate way.

The responsible use of technology is identified in the School's ICT policy (extract below).

The term 'smart device' applies to all electronic communication devices, including mobile phones, smart
watches, tablets, gaming devices, and those yet to be developed.

Primary School

Primary School students shouldn't bring smart devices to school.

Prep-Year 5 e However, if primary students do bring smart devices to school, they are to keep
their device in their school bag, switched off or in silent mode, unless expressly
permitted otherwise by school staff.

e Students should store electronic devices safely and securely. The School accepts
no responsibility for lost, stolen or damaged electronic devices whilst on school
premises, at a school activity, or travelling to and from school.

e Students are NOT permitted to bring smart devices on excursions or camps.
Advisors will always have communication methods if required.

Middle School Student Responsibilities:

Years 6 -9 °

Smart devices brought to School must be securely stored in the student's school
bag/locker, switched off or on to silent mode.

Smart devices should not be used for any purpose unless expressly permitted
otherwise by school staff. This includes making or receiving calls, sending text
messages or listening to music. This specifically includes use at lunchtime, before
or after school. Before and after school means from when you are dropped
off/arrive to when you are picked up/leave.

Any contact with parents is to be made via the school office.

Students must not use smart devices with a camera in places where a camera
would normally be considered inappropriate. This includes in change rooms and
toilets or any situation which may cause embarrassment or discomfort to others.

Access to social networking sites is strictly prohibited during school hours.

Students must not invade the privacy of other students or employees of the
School by recording (either via photo, video or voice recording) personal
conversations or activities without express permission. Any recordings must not
be distributed (for example, posting them on a website) without express
permission. Any such recording or distribution must be done after consent of the
relevant person(s) has been expressly and directly gained. Any such recording or
distribution without permission will be subject to action under the School's
Behaviour Management Policy and potential police investigation.

Students must not use an electronic device to bully or cyberbully other students
or school employees. Any such behaviour will be subject to action under the
School's Bullying Policy and potential police investigation.

Students are reminded that it is a criminal offence to use an electronic device to
menace, harass or offend another person and that calls, text messages and emails
can be traced.

Students should ensure that all property is appropriately named or otherwise
identifiable by the student.

Students who bring smart devices to school must accept sole responsibility for
their care. Students should store electronic devices safely and securely. The
School accepts no responsibility for lost, stolen or damaged electronic devices
whilst on school premises, at a school activity, or whilst travelling to and from
school.

Students should only give their phone number out to close friends and family.
Students must report any breaches of these Guidelines to their Advisor.




e  When specific permission is given to use a smart device at school, it is to be used
with the Silkwood BYOD (Bring Your Own Device) Network, as per laptop access.
This is to enable the safety filtering software as part of our duty of care.

e Students are NOT permitted to bring smart devices on excursions or camps.
Advisors will always have communication methods if required.

e Students breaching this policy will have a behaviour breach recorded on their file,
and their smart device will be confiscated and returned at the end of the day. If
there are repeat issues, students will be suspended and moved to an Individual
Behaviour Plan as per the below.

High School As per Student Responsibilities for Years 7-10, with the following exception:

Years 10-12 e Students are permitted to bring smart devices on excursions and camps, however,
they are not to have them visible or use them as toys or distractions. Advisors will
always have communication methods if required so it is encouraged that they
don't bring them.

Music/Headphones

Primary School | e Over-ear headphones only.

Prep-Year 5 e If students identify a music 'need' for their learning or calming etc, it must be
supported by evidence in a Support Plan, Individual Education Plan etc. Device
used is negotiable.

Years 6-9 e |f students identify a music 'need' for their learning, it should be supported by
evidence in a Support Plan. If it is a 'want' students need to negotiate then
demonstrate increased productivity.

e |deally, any playlists would be accessed through the laptop as they are already
using it. If not, a smart device can used when permission is granted.

e The playlist needs to be created and downloaded at home with parental approval
(by email). This is for appropriateness purposes and to reduce the need to fiddle
with devices while listening. Please note the School does not condone music lyrics
involving racism, sexism, homophobia, demeaning language, violence and/or
excessive swearing.

e Students can only listen to music with headphones during independent learning
periods at school i.e. non-direct teaching time, if it facilitates better
concentration.

e Music should be quiet enough to allow an Advisor's voice to be heard if required.
The privilege will be removed if there is 'leakage' of music.

e |f productivity is seen to decrease through the use of this privilege, it will be
removed.

Years 10-12 o A playlist needs to be created and downloaded at home. This reduces the need to
fiddle with devices while listening. Please note the school does not condone music
lyrics involving racism, sexism, homophobia, demeaning language, violence and/or
excessive swearing.

e Students are only able to listen to music with headphones during independent
learning periods at school i.e. non-direct teaching time if it facilitates better
concentration. Ideally, any playlists would be accessed through the laptop as they
are already using it. If not, a smart device can be used with permission from
Advisor.

e Music should be quiet enough to allow an Advisor's voice to be heard if required.
The privilege will be removed if there is 'leakage' of music.

e |f productivity is seen to decrease through the use of this privilege, it will be
removed.




As per the ICT Agreement, students found to be violating this policy or any law will receive the following
consequences:

If the nature of the offence is deemed highly inappropriate ie: pornography, violent or inhumane
material, or personal privacy has been breached, the School will exclude or expel the student. For all other

offences the following steps apply.

First offence Official ICT Warning plus quarantine of school ICT account or Advisor derived
consequence eg: High School 7-12 (phones): Official ICT Warning (behaviour
breach) will be recorded and smart device will be removed and returned at the
end of the day (Advisor derived consequence).

Second offence Three-day in house suspension from School and a re-entry contract required
involving Individual Behaviour Plan.

Third offence Three day external suspension and probational enrolment agreement will be put
in place

Any further offence | Automatic expulsion without redress.

"Technology is always in the service of learning"
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