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Purpose

e Inline with technological development, St James College recognises the need to provide access to online
services that enable staff and students to engage in the teaching, learning and administrative processes of
the school.

The purpose of this policy is to establish and maintain an attitude of vigilance in relation to safety, misuse
and legal liability.

Staff, students and volunteers (afterwards in this document known as ‘Users’) are provided with access to
selected ICT including internet, intranet facilities and services to support their roles in teaching, learning,
research and administration.

Use for non-educational reasons, including but not limited to, conducting business or commercial activity,
other profit-making ventures, product advertising, disclosure of personal or private information, political
activity and mischievous or fraudulent purposes is not acceptable and may be dealt with under College
behaviour management procedures, EREA policies, or State or Commonwealth legislation.

Scope

This policy applies to all students, staff and volunteers associated with St James College. It is expected that all
users at St James College will refrain from any inappropriate use, uphold the policies and values of the school, the
requirements of the State and Commonwealth Law and guide their activities accordingly.

Procedure

e Al users may be granted access to the internet in order to achieve the maximum educational
opportunities subject to the following procedures.

Before being granted access to ICT, internet and email services, all users must sign the Acceptable
Technology Use Agreement.

Users may use the services for work-related business and are directed to refrain from personal use of
services provided beyond what is described as being limited personal use.

Users shall not access any objectionable or offensive material, material contrary to the law or material
inappropriate to an educational or work environment.

Users shall not post or forward defamatory, inaccurate, personal, sensitive, abusive, obscene, profane,
sexually-oriented, threatening, offensive or illegal material.

Email messages or attachments that contain or are reasonably suspected to contain offensive material
must not be opened or sent.

Users are accountable for a duty of care in terms of the information they provide and access over
internet/intranet connections.

Users who suspect or know of inappropriate use must report the matter to the Principal.
Every effort is to be made to use any information services provided in a cost-efficient way.

Any user identified as a security risk or who has been accessing inappropriate material or using the
network for any inappropriate activity may be denied access to the services at the discretion of the
Principal.

Any user who breaches this policy or any other relevant State or Commonwealth legislation will face
disciplinary action in accordance with these policies.
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Users should be aware that breach of this policy may also lead to external action being taken against
them by a third party (e.g. breach of the Anti-Discrimination laws or defamation or character).

Users must not share accounts or divulge passwords to others.

Users must not attempt to gain access to systems or services without authorisation, or engage in activities
which disrupt or corrupt services or information.

Users must not disclose personal information of school personnel or group email addresses to agencies or
individuals outside the school.

Users must not access, intercept, modify or destroy email, data, files or programs belonging to other
users or engage in activities which harass or threaten other users.

Users must not access, download or distribute copyrighted or illegal materials or material of a morally
dubious nature from the internet.

Staff and students may not use College ICT resources to access social network sites.

Staff may not use ICT social networks sites to contact, access or engage with students presently enrolled
at the school.

Staff and students are to ensure that the College is portrayed in a positive way on all social networking
sites including email.

As the College has ownership and legal right to ICT property, it reserves the right to access any
information that resides or is sent from or to any College-owned device.

Relevant Legislation

Commonwealth Criminal Code

Anti-Discrimination Act QLD 1991

Privacy Amendment (Private Sector) Act 2001 (Commonwealth)
Working with Children Act 2000

Education (Accreditation of Non-State Schools) Act 2001

Responsible Officer Compliance, Fire, Health and Safety Officer

Review Every 3 Years
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