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Multi-factor authentication is a process where a user is prompted during the sign-in process for an additional 
form of identification, such as to enter a code from their mobile phone or to provide a fingerprint or facial scan. 

Your passwords can be easily compromised. MFA immediately increases your account security by requiring 
multiple forms of verification to prove your identity when signing into an application.  

The School requires MFA for all users signing into or using their Microsoft Office 365 accounts from outside of 
the school network. 

If you only use a password to authenticate a user, it leaves an insecure vector for attack. If the password is weak 
or has been exposed elsewhere, is it the user signing in with the username and password, or is it an attacker? 
When you require a second form of authentication, security is increased as this additional factor isn't easy for an 
attacker to obtain or duplicate. 

Multi-Factor Authentication works by requiring two or more of the following authentication methods: 

 Something you know, typically a password. 
 Something you have, such as a trusted device that is not easily duplicated, like a phone or hardware 

key. 
 Something you are - biometrics like a fingerprint or face scan. 

When a user signs in to an application or service and receives an MFA prompt, they can choose from one of their 
registered forms of additional verification. 
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To successfully register for MFA, you will need: 

 Internet access within Australia 
 A modern and up-to-date web browser such as Edge, Google Chrome or Firefox 
 Your email address and school password 
 Your smart mobile phone (iOS, Android or Windows Phone OS) 

NB: If the student doesn’t own a mobile phone, the parent/guardian should use theirs. Please note, when 
accessing Office 365 from outside of the school’s network, the parent/guardian will need to have their mobile 
device available for the MFA code. 

The quickest method would be to watch and follow this YouTube video uploaded by Microsoft 

Register and manage your security information: https://youtu.be/k0oiKQK3LjQ  

NB: It is advised that you register one more authentication method if you lose your phone or the app is deleted, 
here: https://mysignins.microsoft.com/security-info 

https://docs.microsoft.com/en-AU/azure/active-directory/user-help/  

 

-- Method 1 complete --  

  

https://www.microsoft.com/en-us/edge
https://www.google.com.au/chrome/
https://www.mozilla.org/en-US/firefox/new/
https://youtu.be/k0oiKQK3LjQ
https://mysignins.microsoft.com/security-info
https://docs.microsoft.com/en-AU/azure/active-directory/user-help/
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First, ensure your computer is connected to your Internet in Australia. 

Open your modern browser (e.g.: Edge, Chrome or Firefox) 

Go to URL: https://aka.ms/mfasetup  

Enter the user’s email address and click Next 

 

 

Enter in the user’s password and click Sign in 

You may be asked to stay signed in, choose “No” for now 

Next, you will be prompted for more information, click Next 

 

It is recommended to use the Microsoft Authenticator app as your preferred method of MFA 

What is the Microsoft Authenticator app? 
https://docs.microsoft.com/en-AU/azure/active-directory/user-help/user-help-auth-app-overview  

https://aka.ms/mfasetup
https://docs.microsoft.com/en-AU/azure/active-directory/user-help/user-help-auth-app-overview
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This is the Download now link: https://aka.ms/getMicrosoftAuthenticator  

If you’re registering MFA on a computer, you will need to enter in the user’s mobile number here to get a 
download link suitable for the phone’s operating system 

 

After you have installed the app on the phone, click Next 

If prompted, allow notifications. Then add an account, and select “Work or school” 

 

On the next QR code screen, hold your phone up to scan the QR code. You may need to allow the app permission 
to access the phone’s camera. You need to fit the QR code inside of the app’s camera window. 

 

https://aka.ms/getMicrosoftAuthenticator
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On the next screen, enter the authenticator code and click Next to confirm it works. It is called a one-time 
password code and has a 30-second expiry. If the time remaining is under 10 seconds, sometimes it is better to 
wait for the code to renew. 

 

You should now get a success message, click Done 

 

NB: It is advised that you register one more authentication method if you lose your phone or the app is deleted, 
here: https://mysignins.microsoft.com/security-info 

 

https://docs.microsoft.com/en-AU/azure/active-directory/user-help/  

https://mysignins.microsoft.com/security-info
https://docs.microsoft.com/en-AU/azure/active-directory/user-help/
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