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STUDENT ICT POLICY & GUIDELINES 

Purpose 
 
Peter Moyes Anglican Community School (the School) acknowledges the pivotal role that digital and 
online technologies play as dynamic tools for effective education and meaningful social interactions 
within the community. The School provides Information and Communication Technology (ICT) 
resources exclusively for educational purposes. The ICT network is a designated platform for 
students to engage in learning through research, study and communication.   
 
The School sets high standards for student conduct and it is expected students meet these standards 
in all respects when using ICT. Students must not engage in actions or behaviours that will, or may 
have the potential to, negatively affect the operations of the School or bring into disrepute the 
reputation of the School or any member of the School community.  
 
The School also recognises that the misuse of digital and online technology and environments can 
cause both damage to the School’s reputation and seriously affect the welfare of students and staff. 
In some cases, it may also result in criminal offences. The School reserves the right to apply all 
sanctions and implement such procedures as it considers necessary in the resolution of alleged 
breaches of School policy, procedures and/or guidelines.   
 
The ICT Guidelines are underpinned by the following principles: 
 

1. The School provides ICT resources for educational purposes with the primary objective being 
to enable and enhance student learning. 
 

2. Security and safe use of the ICT Network and students Notebooks are priorities.  
 

3. The School sets explicit expectations and standards for the use of ICT through policies, 
procedures and guidelines, which students are required to follow. 
 

4. ICT is to be used in a safe, ethical and appropriate manner showing respect for others and 
the ICT Network. 
 

5. The School’s ICT Network is designed to support and enhance student learning through the 
provision of age-appropriate digital devices. Students in Years 3-12 are issued with a laptop 
computer (Notebook) for daily use at School. In Primary School the use of the ICT Network 
and Notebooks are aligned with the PMACS Primary Playbook. 
 

6. Students in Pre-Primary to Year 2 have access to with iPads, while students in Year 2 also 
have access to a shared Notebook. 
 

7. Students are responsible for the appropriate use, security, care and maintenance of their 
Notebook, at all times.  
 

Staff must be given access to Student Notebooks, when requested, for reasons which include, but 
is not limited to checking work; installing software; checking content or internet usage history; 
physical maintenance and/or repair of the Notebook. 
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Students are required to have a clear understanding of, and adhere to, the policy, guidelines and 
expectations related to the use of ICT and thereby contribute to a positive and constructive digital 
learning environment.  
 

Overview 

 
The ICT Student Guidelines clarify the School’s expectations, processes and procedures related to: 
 

• ICT Network 

• Using the Student Notebook 

• Student Portal / Learning Management System 

• Privacy, security and data protection 

• Photography Videography and Music 

• Network, Internet and Email Use 

• Breaches of Student ICT Guidelines 

• Technical support 
 

These guidelines are to be interpreted and/or applied in a manner that aligns with other School 
policies such as the Student Code of Conduct. Similarly, nothing in these guidelines is to be 
interpreted in a manner that restricts the application of State and Commonwealth laws governing 
individual behaviour, which apply in the community outside of the School. The School will fully 
support the application of these laws within the School. 

 
ICT Network 
 
The School’s ICT Network (the Network) is to be used by students for educational purposes only. It 
is the designated platform for students to engage in learning through research, study and 
communication.  
 
Use of the Network requires students to comply with all State and Commonwealth laws and 
regulations both during the School day and outside of school hours, including copyright and social 
media use. 
 
To ensure that appropriate use of ICT in the School, students must not:  
 

1. Use software, websites, applications and/or electronic communications that do not adhere to 
School policies, procedures and guidelines. 

2. Attempt to disrupt the educational and administration functions of the School. 
3. Attempt to reconfiguring Notebook, Network or workstation settings, manipulating network 

cables or gain unauthorised access to Network protocols.  
4. Seek to bypass or avoid security systems, settings and procedures. 
5. Use any School Network account other than the student’s own account. 
6. Use the Notebook of another student or staff member.  
7. Access or attempt to access via the ICT Network any inappropriate or restricted content or 

material. 
8. Engage and use the Network for political or commercial endeavours. 
9. Use the Network to engage in any activity that does not align with the School’s Mission and 

Purpose and/or Values. 
 

The School Network includes content filtering and restriction to maintain a safe and appropriate 
digital learning environment at the School. The integrity of the Network may be compromised if 
students engage in behaviour that weakens, or attempts to weaken, the security of Network. Certain 
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external devices and software installations are restricted to protect the Network’s stability and 
security.  
The School prohibits the installation of specific external devices on the Network, extending to the 
necessary software for their operation and any software required on the Network. Examples of these 
include, but are not limited to Mobile Phones, Smartphones, Smart Tablets and Wearables; MP3 
Players, Personal laptops and Tablets; external optical drives and hard drives.  
 
Wearable technology, such as smart watches, are not allowed for students in the Primary School. 
Secondary students and are not permitted to use wearable technology during Assessments and 
Examinations, as set out in the Assessment and Reporting Policy. 
 

Using the Student Notebook 
 
The Student Notebook is a learning tool and is to be used for this purpose. Students are responsible 
for the care, safety and security of their Notebook as well as the ethical and safe use of the device, 
the School uploaded programmes, and the student’s own work.   
 
To ensure effective care of the Notebook, students are required to: 

• Ensure the Notebook is charged at home overnight and fully charged each morning. 

• Place the Notebook in the protective bag provided when not in use or moving around the 
school. 

• Store the Notebook in secure place i.e. In the School bag coming to and from school; in the 
student locker when not in class. 

• Keep the screen and keyboard clean and dust/dirt free.  

• Avoid eating or drinking when using the Notebook.  

• Take care to protect the screen, ports, keyboard and charger. 

• Ensure the name label is on the Notebook and the student’s name is visible. 

• Not leave the Notebook unattended in a shared/open space. 
 
Students are not permitted to use their chargers at school and should go to the IT Helpdesk to charge 
the battery if needed. 

 
When travelling to and from School, students are required to: 

• Exercise appropriate precautions and care for their Notebooks.  

• The Notebook should be inconspicuous and kept out of sight.  

• The Notebook must be securely stored within the protective bag provided and carried within 
the School backpack, where possible. 
 

When using the Notebook, students are required to: 

• Use the Notebook for learning, accessing approved software, applications, websites etc. for 
legitimate classwork, study, research or authorised and supervised educational activities. 

• Follow school/classroom rules and procedures related to Notebook use.  

• Engage in learning tasks and access resources as needed and directed by the class teacher. 

• Avoid unacceptable uses of the Notebook e.g. watching videos, playing games, taking 
photographs and recording without consent. 

• Use the Student Portal/Learning Management System to access course outlines, lesson 
materials, assessments, teacher feedback and results. 

• Not use unapproved social media and networking sites such as Snapchat, Instagram and 
Twitter. 

• Not access, download, send, print, display or otherwise transmit materials that are 
inappropriate and/or unlawful. 

• Respect the work and ownership rights of others and abide by copyright laws. 
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• Not download or install any commercial software, shareware, or freeware onto their devices. 

• Take full responsible for their Notebook, and all data and content stored on their Notebook, 
school drives and online storage locations e.g. ‘Microsoft OneDrive’.  

 
Notebooks found unattended in open classrooms or on the School grounds are to be taken to the IT 
Help Desk.  
 
Students should immediately report a faulty, damaged or lost Notebook to the IT Help Desk and their 
class teacher or Tutor. All faults and repairs must be addressed via the IT Helpdesk only. 
 
The School’s insurance policy allows for any number of claims; however, each claim for accidental 
damage will incur an excess to paid by parents/guardians. Damage will be assessed to determine 
the nature and extent of the damage and how the damage was sustained. In certain circumstances, 
particularly where a breach of school policy and/or procedure has occurred, the Notebook may not 
be covered by insurance. In this case, parents will be required to pay the full cost of 
repairs/replacement. For insurance purposes, students should always transport their Notebooks in 
the approved protective case provided.   
 
The School does not assume responsibility for any damage, loss or theft of the Notebook.  

 
Student Portal / Learning Management System 
 
The School provides access for students, parents and teachers to a Learning Management System 
and/or Student Portal for the purposes of teaching and learning, communication and administrative 
functions. 
 
No information, content and/or material should be accessed, or attempted to be accessed, which 
does not adhere to School Policies, Procedures and Guidelines. If such materials are encountered 
accidently, these must be reported to the classroom teacher and/or IT Help Desk. 

 
Students are encouraged to utilise the provided Network resources and adhere to the approved 
methods for data storage and sharing with the School Network.  
 
Engaging in the unauthorised copying of other student’s work or attempting to access their files is 
not allowed. No material should be accessed, or attempted to be accessed, which is not in line with 
the School’s Policies.  
 

Privacy, Security and Data Protection 
 
Students are responsible for ensuring that their privacy, security and data protection is maintained.  
 
Passwords 
 
Students are required to create their own password to unlock their Notebook and access students 
accounts such as the Student Portal and email.  To safeguard academic work and personal data, it 
is critical to maintain password confidentiality. 
 
Students must not share any of their passwords or login information or use other student’s login 
name or password. 
 
Students are required to regularly change their passwords, noting that the School will mandate a 
change of passwords periodically. 
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Students are expected to create a strong password including: 

• A minimum of eight characters with a mix of different category characters which are be unique 

• Contain at least one of each of the following: 
o Uppercase letters (A-Z) 
o Lowercase letters (a-z) 
o Numbers (0-9) 
o Special characters, such as !, $, #, @, % 

 
In creating their password, students must not use:  
 

1. Their own account name or parts of their name. 
2. Common passwords, such as “123456” or “password” 
3. Easily discoverable information such as the name of a favourite sports team, pet names, 

birthdays etc. 
4. The same password used for external applications, software, systems or organisations e.g. 

Social Media 
 
If the student believes that their password or account has been compromised or any security 
breaches have occurred, it is the student’s responsibility to report this immediately to the IT Help 
Desk. The student should immediately change their password.  
 
Online Safety 
 
Students should always log out correctly to end each session or lock their device if they temporarily 
move away from the device during its use.  
 
Any breach of data systems must be reported to the IT Help Desk immediately, including Crypto 
locker virus or stolen password.   
 
OneDrive and device storage are subject to privacy provisions whereby staff may review a student’s 
files and communications to ensure that the system is being used responsibly and not contain 
content that is deemed inappropriate, illegal, causes harm or offends others. Students using the 
Network acknowledge that the School has the capacity and right to review histories of Internet sites 
visited under individual login accounts and generally log Network access.  
 
Students are not permitted to use personal ‘internet enabled” devices to create personal hotspots or 
Internet sharing to bypass the School’s provided Internet connection. Such devices include, but are 
not limited to smartphones, iPads, android tablets, smartwatches and wearables.  
 
Students are not permitted to download or install any commercial software, shareware or freeware 
on their Notebook. 
 
The use of external USB drives is not allowed for students. This measure is implemented to maintain 
the security and integrity of the School’s Network, ensuring that data storage and transfer adhere to 
established guidelines. The ban on USB drives helps to prevent the introduction of unauthorised 
software, potential security breaches and the dissemination of inappropriate or unauthorised content.  
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Photography, Videography and Music 
 
The Notebooks are equipped with built-in cameras designed for educational photograph and 
videography purposes only.   
 
As a matter of privacy and courtesy, students must seek permission from their class/supervising 
teacher if they wish to capture, edit, save, upload and/or share photographs or videos of other 
students or staff, using the Notebook or any other device capable of recording images, video, or 
audio, including but not limited to mobile phones, smart glasses, and AI-enabled recording devices. 
.  
 
Students are not allowed to upload or access personally sourced music files on the School Network 
due to the duty of care that staff have to preview audio visual material for education appropriateness.  
Listening to recreational video and/or music files is not allowed during the School day.  
 
Class teachers may permit selected School-owned music files to be played to the whole class at the 
same time. They may also request students source music for specific media projects, providing this 
complies with copyright rules.  
 
Students must adhere to relevant School Polices related to copyright, Student Code of Conduct, and 
social media.  
 

Network, Internet and Email Use 
 
Students are expected to adhere to the following guidelines regarding the Network, Internet and 
Email use: 
 

1. The School endeavours to prevent access to websites that are deemed inappropriate through 
the implementation of an Internet Filtering Device, when connected to the School network. 
The School recognises that no filtering device is fully effective; and therefore, students must 
experience care and responsibility. 

2. Students are not allowed to, or attempt to, bypass the School’s Internet Filtering Device.  
3. Students must use caution when downloading from the Internet, as files may contain viruses 

or malware. 
4. Students are not to use VPNs or mobile devises to bypass or attempt to bypass the School’s 

Internet firewall and child safety policies. 
5. Ensure email and other messaging applications are used only for School-related educational 

correspondence. 
6. Follow communication protocols and ensure all communication is respectful and appropriate.  
7. Any use of Generative AI chat applications, such as ChatGPT, Bing and Google Bard, must 

follow school policy and be approved by the class teacher. Students are to follow the 
protocols provided in the Academic Integrity and Referencing Guide.        

 
Attachments can contain viruses or other programs that could destroy all the files and software on a 
computer. Therefore, students should be aware to only open attachments to emails if they come 
from someone that they already know and trust.  
 
If an email is received that contains material of violent, dangerous, racist, or inappropriate content, 
it must be reported to a member of staff. The sending or receiving of an email containing content 
likely to be unsuitable for children or schools is forbidden. 
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Breaches of Student ICT Guidelines 
 
Any alleged breach of the Student ICT Policy and/or Guidelines reported to the School will be 
investigated in line with relevant Policies and Procedures. 
 
The School reserves the right to apply sanctions and implement procedures as it considers 
necessary in the resolution of alleged breaches of the Student ICT Policy and Guidelines, and 
through application of relevant policies including, but not limited to, the Student Code of Conduct, 
Behaviour Resolution Policy and Parent Code of Conduct. 
 

 
Staff, students and parents/guardians must be aware that in circumstances where an alleged breach 
of School Policy may potentially also be assessed as a criminal act, they may be the subject of a 
formal police investigation. In that event, the School will have no control over the manner and extent 
of the police investigation. 
 

Technical Support 
 
The School’s IT Help Desk is located on the second floor of the Main Administrative building. It is 
accessed via the upper floor verandah of the Science Building. The IT Help Desk is open on School 
days from 8.00am to 4.00pm, allowing students and staff to seek technical assistance regarding their 
Notebook when necessary.   
 
Secure Notebook recharging stations are located at the IT Help Desk for students to charge their 
Notebook if required, from 10.00am onwards each day. A log is maintained of student use of these 
stations and is reviewed on a regular basis. The log assists to identify repeat usage by a student and 
to enable the cause to be identified and addressed.  
 
All students issued with a School Notebook are expected to charge their device at home overnight 
to ensure it is available for learning throughout the next school day. 
 
The terms and conditions relating to the use, care and repair of School-issued devices are outlined 
in the User Agreement signed at enrolment. Failure to comply with these conditions may result in 
consequences determined by the School. 
 

IT Helpdesk Email: help@pmacs.wa.edu.au 
 

Related Documents 
 
Academic Integrity and Referencing Guide 
Assessment and Reporting Policy 
Device FAQs for Year 11 and 12 
Electronic Communications Policy 
Generative AI in Schools Policy (AngliSchools) 
Generative AI Student Quick Guide (AngliSchools) 
Mobile Phone Policy and Procedures 
Student Code of Conduct 
Social Media Terms of Use Policy 
Social Media Guidelines 

mailto:help@pmacs.wa.edu.au

