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COLLEGE

PRIVACY POLICY

1. Purpose

ELTHAM College is bound by the Australian Privacy Principles contained inthe
Commonwealth Privacy Act 1988 (Privacy Act). In relation to health records, the College is
also bound by Health Privacy Principles which are contained in the Health Records Act 2001
(Vic). Child Protection laws relating to the operation of schools also require that certain
information be collected.

The College is also bound by other relevant legislation, including:
e Australian Education Act 2013 (Cth)
e Australian Education Regulations 2023 (Cth)
e Education and Training Reform Act 2006 (Vic)
e Education and Training Reform Regulations 2017 (Vic)
e Child Wellbeing and Safety Act 2005 (Vic)
e Ministerial Order # 1359 (Vic)
e Surveillance Act 1999 (Vic)
e Education Services for Overseas Students Act 2000 (Cth)

This policy outlines how ELTHAM College uses and manages personal information provided
to or collected by it.

This policy explains:
¢ What personal information the College collects
e How the information is used and disclosed
e How the College protects personal information
¢ How individuals may access and correct their information
e How to make a complaint regarding privacy

The College may, from time to time, review and update this Privacy Policy to take account
of new laws and technology, changes to College’s operations and practices and to make
sure it remains appropriate to the changing College environment.

2. Scope

This policy applies to all students, parents/guardians, alumni, job applicants, contractors,
service providers, visitors and volunteers that form part of the ELTHAM College community,
and other individuals who interact with the College.

This policy does not apply to employees and employee records where the handling relates
directly to a current or former employment relationship, as the handling of employee
records by a private sector employer is exempt under the Privacy Act. However, staff may
contact the College for queries regarding employee records.
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3. Definitions
In this policy:

Personal Information has the meaning given to it under the Privacy Act, being
information or an opinion about an identified individual, or a reasonably identifiable
individual.

Sensitive Information has the meaning given to it under the Privacy Act, being
personal information relating to a person’s racial or ethnic origin, political opinions,
membership of a political association, religious beliefs or affiliations, membership of
a trade union or other professional or trade association membership, philosophical
beliefs, sexual orientation or practices, or criminal record. It also includes health or
genetic information about an individual or biometric information used for specific
purposes. Sensitive information will only be collected, used or disclosed with
consent; or where required or authorised by law.

Employee Records are information provided or collected in relation to a current or
former employment relationship. Under the Privacy Act, the Australian Privacy
Principles do not apply to an employeerecord. As a result, this Privacy Policy does
not apply to the College’s treatment of an employee record, where the treatment is
directly related to a current or former employment relationship between the College
and employee. The College handles staff health records in accordance with the
Health Privacy Principles in the Health Records Act.

4, Types of information we collect and hold

The types of information the College collects and holds, including personal and sensitive
information, about:

Students and parents/guardians before, during and after the course of astudent's
enrolment at the College, may include (but not limited to) the following:

e Name, contact details (including next of kin), date of birth, gender, language
background, previous school, religion

¢ Nationality, residency, passport information, visa status and information including
grant document, citizenship

e Racial or ethnic origin (including if students identify as Aboriginal or Torres Strait
Islander), religious background

e Health information (e.g., details of disability and/or allergies, dietary
requirements, sexual orientation if it becomes known to the College,
immunisation details, medical certificates, medical reports and names of doctors)

e School reports, results of assignments, tests and examinations, attendance
records

e Conduct and complaint records, or other behaviour notes, and school reports

e Information about referrals to government welfare agencies

e Counselling reports

¢ Health fund details and Medicare number, immunisation records

e Court orders

e Criminal records
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e Volunteering information

e Photos and videos at College events, on College premises, or by CCTV

¢ Photos and videos of students’ artwork or assessment pieces

e Biometric information to the extent used by the College to recognise staff,
student and alumni faces in photos or videos to ensure all necessary consents are
obtained before use.

e Parents’ name, date of birth, gender, contact details, educational history,
occupation, language spoken at home, nationality and country of birth, court
orders (such as intervention and restraining orders)

e Parental/guardian financial information (particularly if requesting alternative fee
arrangements due to financial hardship under EC112-POL Financial Assistance
Policy) such as employment details, salary and income, assets and liabilities, and
supporting documents.

ICT usage, device, network and security information, including information about
use of College devices, systems, applications, internet access, network traffic,
firewall and security logs, installed applications, application usage, file access,
screen activity, and electronic communications where collected through College
systems or monitoring tools.

Job applicants, volunteers and contractors, and other people who come into contact
with the College, may include (but not limited to) the following:

e Name, contact details (including next of kin), date of birth, and religion

e Information on job application, resume, employment histories, qualifications,
training records, competency assessments, references

e Professional development history

e Salary and payment information, including superannuation details

e Health information (e.g., details of disability and/or allergies, and medical
certificates)

e Complaint records and investigation reports

e Leave details

e Photos and videos at School events

e Workplace surveillance information

e Work emails and private emails (when using work email address) and Internet
browsing history

e Criminal record

Website Users

We may also collect information about you when you access our website using a technology
called ‘cookies’. That information includes the pages viewed and the information downloaded,
the IP address of the computer or mobile used to visit our website, the page from where the
individual visited our website, the type of browser used, unique device identifiers and
information about websites visited before the individual visited our website. You can
configure your browser to disable cookies, but some parts of our website may not function
properly (or at all) if cookies are disabled.
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5. How does the College collect Personal Information?

The College will generally collect personal information held about an individual by a variety
of ways, including but not limited to:

e Electronic or paper documents (including forms, letters and invoices), face-to-face
meetings and interviews, emails and telephone calls

e Our website using various technologies, including ‘cookies’

e Online tools (including apps or other software used by the College)

e Photographs, video or other recordings

e Polls, surveys and/or questionnaires

e Other parties (such as education agencies, medical practitioners or other schools) to
enable the College to discharge its duty of care

e Maedical forms, incident reports, documents about occupational health and safety
requirements (including capacity to work certificates), and Victorian Institute of
Teaching or Working with Children Check requirements, provided by the applicant, or
any other third party authorised by the applicant

e Other parties (such as recruiters, job applicants, representatives or referees, or
social media sites)

e Publicly available sources.

Collection of Personal Information Through CCTV

The College installs, uses and maintains CCTV cameras around the campus in accordance
with relevant surveillance laws. The College will only use or disclose CCTV footage in
accordance with applicable legislation which includes the Surveillance Act 1999 (Vic) and
Privacy Act as necessary to:

e Ensure the care, safety and welfare of staff and students;

e Manage relationships between members of the College community (including staff,
students, Parents and alumni);

e To protect the College’s lawful interests in a legal or disciplinary proceeding.

The College will exercise discretion and will not ordinarily:
e Disclose CCTV footage to Parents unless compelled by the relevant laws;
e Use or disclose records of private conversations or activities in situations where it is
reasonably evident that the parties did not intend for the conversation or activity to
be heard or observed by others.

If an incident is captured on CCTV, the Principal may decide to show specific footage of the
incident to those directly involved, including relevant staff, students and/or their parents,
provided that:

e the Principal considers it appropriate and necessary in order to support parents to
understand the specifics of an incident that has taken place so they can provide
appropriate support to their child or for a staff member to better understand an
incident

e it would not cause a health, wellbeing or safety risk to any other person

e it would not be an unreasonable intrusion into another person’s privacy.
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Collection of Sensitive Information Through Facial Recognition Software

The College uses facial recognition software to identify students, staff and alumni in photos
and videos. This enables the College to ensure they have appropriate consent from all
individuals before the photos or videos in question are shared or published. The biometric
information used by the software is regarded as ‘sensitive information’ under the Privacy
Act. This data is securely stored in accordance with this policy and accessible only to
authorised College personnel.

Individuals may have the option of dealing with the College anonymously or using a
pseudonym, where practicable. However, in many circumstances this may not be possible.
Parents/guardians are encouraged to notify third parties such as doctors and emergency
contacts that they have disclosed their personal information (contact numbers and address)
to ELTHAM College and their rights to access that information if required. ELTHAM College
does not disclose this information to others.

In some circumstances the College may be provided with personal information about an
individual from a third party, for example, a report provided by a medical professional or a
reference from another College.

6. Purpose for collecting Personal Information

The College will use personal information it collects from you for the primary purpose
related to the reason of collection, and for such other secondary purposes as you may
reasonably expect or to which you have consented.

Students and parents/guardians:

In relation to personal information of students and parents/guardians, the College’s primary
purpose of collection is to enable the College to provide schooling for the student. This
includes satisfying both the needs of parents/guardians and the needs of the students
throughout the whole period the student is enrolled at the College.

The purposes for which the College uses personal information of students and
parents/guardians include:
e Providing schooling and school activities
e Satisfying the needs of parents/guardians, the needs of students, and the needs
of the College throughout the whole period a student is enrolled at the College
e Making reports to educational and government authorities
e Generating statistical data and reports for policy and funding purposes
e To keep parents/guardians informed about matters related to their child's
schooling, through correspondence, newsletters and magazines
e Day-to-day administration, internal accounting and insurance purposes
e Looking after students' educational, social and medical wellbeing
e Seeking donations and marketing for the College
e To satisfy the College’s legal obligations and allow the College to discharge itsduty of

care.
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In some cases where the College requests personal information about a student or
parent/guardian, if the information requested is not obtained, the College may notbe able
to enrol or continue the enrolment of the student.

Job applicants and contractors:

In relation to personal information of job applicants and contractors, the College’s primary
purpose of collection is to assess and (if successful) to engage the applicant or contractor.

The purposes for which the College uses personal information of job applicants and
contractors include:

e Assessing the applicant’s suitability for employment

e Administering the individual's employment or contract

e For insurance purposes

e Seeking fundraising for the College

e To satisfy the College’s legal obligations, for example, in relation to child
protection legislation

e To make reasonable adjustments for individuals with disabilities

Volunteers:

The College also obtains personal information about volunteers who assist the Collegein its
functions or conduct associated activities to enable the College and the volunteers owork
together. The purposes include the following:
e to contact you about, and administer, the volunteer position
e for insurance purposes
e satisfying the College’s legal obligations, for example, in relation to child protection
legislation.

7. Marketing and Fundraising

The College treats marketing and seeking donations for the future growth and development
of the College as an important part of ensuring that the College continuesto be a quality
learning environment in which both students and staff thrive. Personal information held by
the College may be disclosed to an organisation that assists in the College’s fundraising, for
example, the parents’ association (ECCA) and the former students’ association (ELTHAM
College Alumni).

Parents/guardians, staff, contractors and other members of the wider College community
may from time to time receive fundraising information. College publications, like newsletters
and magazines, which include personal information, may be used for marketing purposes.
ELTHAM College will not disclose personal information received to third parties for their own
marketing purposes without consent.

Remarketing and online advertising

Please note the following in relation to online advertising.
e Remarketing and similar audience segmentation is sometimes used to advertise online
e Third-party vendors, including Google, will from time-to-time display ads for the College
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on sites across the Internet

e Third-party vendors, including Google, use cookies to serve ads based on past visits to
our website

e Information about how you can opt out of Google's use of cookies can be accessed by

visiting Google's Ads Settings.

8. Disclosure of Information
Personal Information

The College may disclose personal information, including sensitive information, held about an
individual to:

e Other schools and teachers at those schools, including a new school to which a student
transfers to facilitate the transfer of the student

e Government departments (including for policy and funding purposes)

e Medical practitioners

e People providing educational, support and health services to the College, including
specialist visiting teachers, sports coaches, volunteers, and counsellors

e Providers of specialist advisory services and assistance to the College, including in the
area of Human Resources, child protection, students with additional needs

e Providers of learning and assessment tools

e Assessment and educational authorities, including the Australian Curriculum,
Assessment and Reporting Authority (ACARA) and NAPLAN Test Administration
Authorities (who will disclose it to the entity that manages the online platform for
NAPLAN)

e Agencies and organisations to whom we are required to disclose personal information
for education, funding and research purposes

e People providing administrative and financial services to the College

e Recipients of College publications, such as newsletters and magazines

e Students’ parents or guardians

e Anyone you authorise the College to disclose information to

e Anyone to whom we are required or authorised to disclose the information to by law,
including child protection laws.

Non-sensitive information may also be disclosed:
e To parents
e In school publications.

The College will only disclose personal information about its students and parents to
overseas recipients if it is directly relevant to a student overseas language exchange or
overseas tour. The countries in which the recipients of such information are likely to be
located will depend on the country to which the students are travelling.

Nevertheless, the College will not send personal information about an individual outside
Australia without:
e obtaining the consent of the individual (in some cases this consent will be implied); or
e otherwise complying with the Australian Privacy Principles or other applicable privacy

legislation.
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Information Sharing Schemes

We are a prescribed organisation under both the Family Violence Information Sharing
Scheme and the Child Information Sharing Scheme.

The Child Information Sharing Scheme operates under Part 6A of the Child Wellbeing Safety
Act 2005 (Vic). The Scheme allows organisations and services prescribed by regulation as
information sharing entities to share confidential information to support child wellbeing or
safety. The Scheme is designed to improve early identification of risks to children’s safety
and wellbeing, increase collaboration between services involved in supporting children and
families, promote earlier and more effective intervention and integrated service provision,
and improve outcomes for children and families.

The Family Violence Information Sharing Scheme operates under Part 5A of the Family
Violence Protection Act 2008 (Vic). The Scheme allows organisations and services prescribed
by regulation as information-sharing entities (key organisations and services) to share
information related to assessing or managing family violence risk. The Scheme is designed to
minimise the legislative barriers that had previously prevented the timely and effective
sharing of information in cases of family violence.

Student Images and Videos

From time to time, the College may collect photographs and videos of students, including
footage from the school’s CCTV cameras. These photographs and videos may be displayed
from time to time around the College and published in the school’s publications, including on
the College website. However, student images will only be used in school-related media and
will not be sent to third parties (other than service providers) such as external media outlets
without the express permission of the Parents. No student image linked with the student’s
full name will be included in any marketing or promotional material, including on the
College’s website or social media accounts, without prior written consent.

Consent to the use of student images will be obtained from parents/guardians at enrolment,
and during enrolment. Once granted, consent stands until such time it is changed during the
College’s consent renewal process, or expressly withdrawn in writing at other times. Due to
complex challenges in managing the recording of any student images (e.g. at events), the
College cannot accept partial consent and therefore consent will be treated as unequivocal.
Any withdrawal of consent may affect a student’s participation in certain school activities
which will take effect from the time of withdrawal, and will not apply to any pre-existing
collection, use or disclosure of a student’s image or video.

Members of the College community acknowledge that even when authorisation is withheld
then incidental, internal or unintentional use of images and recordings featuring that member
(or a member’s child) may still occur from time to time (particularly when a parent or child
attends a photographed or recorded school-related activity or event).

Where reasonably practicable, the College will communicate before school-related activities
or events about whether there will be any photography, livestreaming or recording of the
event.
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Third-party Service Providers

When the College engages third parties to provide products and/or services to the College,
such as IT service providers and payment processors, such third parties may have access to
personal information the College holds about individuals. The College does not authorise
those third parties to use any personal information disclosed to or accessed by the third party
for any purpose other than to facilitate the third party’s completion of its obligations owed to
the College.

Artificial Intelligence (AI)

The College may use Personal Information in connection with an AI tool and other emerging
technologies to support learning, administration and communication with the students and
parents/guardians. The kinds of personal information that may be generated by Al systems
include those set out above, under the heading ‘Types of Personal Information we collect and
hold’. Personal information will not be entered into publicly available Al platforms. Where we
use Al tools in connection with personal information, we will take reasonable steps to ensure
that such use is consistent with the APPs and the Privacy Act, including by reviewing the
terms of any third-party Al tools to understand how personal information may be handled. All
use of AI will comply with the APPs and the College will ensure responsible use and
management oversight.

9. Treatment of Sensitive Information

In referring to 'sensitive information', the College means: information relating to a person's
racial or ethnic origin, political opinions, religion, trade union or other professional or trade
association membership, sexual preferences or criminal record, that is also personal
information; and health information about an individual.

Sensitive information will be used and disclosed only for the purpose for which it was
provided or a directly related secondary purpose, unless you agree otherwise, or the use or
disclosure of the sensitive information is allowed by law.

10. Management and Security of Personal Information

The College’s staff is required to respect the confidentiality of students’ and
parents’/guardians’ personal information and the privacy of individuals. The College hasin
place steps to protect the personal information the College holds from misuse, loss,
unauthorised access, modification or disclosure by use of various methods including locked
storage of paper records and role-based access rights to computerized records.

The College has processes for responding to data breaches, including initial containment,
formal investigation, notifying affected or at-risk individuals, and providing a statement to
the Office of the Australian Information Commissioner (OAIC) These are outlined within the
Cyber Incident Response Plan.

11. Updating and correcting Personal Information

The College endeavours to ensure that the personal information it holds is accurate,
complete and up-to-date. A person may seek to update or correct their personal information
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held by the College by contacting the College at any time. The National Privacy Principles
require the College not to store personal information longer than necessary.

Apart from some exceptions specified in the Act, you have the right to check your personal
information held by the College.

12. Rights of Access to the Personal Information of Students

The College respects every parent's/guardian’s right to make decisions concerning their
child's education.

Generally, the College will refer any requests for consent and notices in relation to the
personal information of a student to the student's parents/guardians. The College will treat
consent given by parents/guardians as consent given on behalf of the student, and notice
to parents/guardians will act as notice given to the student.

Parents/guardians may seek access to personal information held by the College about them
or their child by contacting the Principal’s Office. However, there will be occasions when
access is denied. Such occasions would include where release of the information would
have an unreasonable impact on the privacy of others, or where the release may result in a
breach of the College’s duty of care to the student.

The College may, at its discretion, on the request of a student grant that studentaccess to
information held by the College about them, or allow a student to give or withhold consent
to the use of their personal information, independently of their parents/guardians. This
would normally be done only when the maturity of the student and/or the student's
personal circumstances so warranted.

13. Enquiries and Complaints

If you would like further information about the way the College manages the personal
information it holds, or wish to complain that you believe that the College has interfered
with your privacy because of an alleged breach of the Australian Privacy Principles please
contact the Principal, in writing, at:

The Principal

ELTHAM College

1660 Main Road

Research Vic 3095

E principal@elthamcollege.vic.edu.au
F +61 3 9437 1003

Your complaint must specify the details of the alleged breach. The College will investigate
any complaint and will notify you of the making of a decision in relation to your complaint
as soon as is practicable after it has been made. If the College determines that there has
been a breach of the Australian Privacy Principles, it will advise you in writing of any action
it will take to remedy the breach.

If you are not satisfied with our response, you may complain to the Office of the Australian
Information Commissioner (OAIC) via the OAIC website www.oaic.gov.au.
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14. Reference Documents

External References:
e Privacy and Data Protection Act 2014 (Vic)
e Privacy Act 1988 (Commonwealth)
e Health Records Act (Vic)

Internal References:
e Cyber Incident Response Plan

15. Document Version Control and Review

This policy will be reviewed every two years, or earlier if required.

Version |Date Amendment Author

2 April 2013 Second Policy D Nicholson
3 May 2016 Revised wording D Nicholson
4 June 2017 Updated to new policy document format D Nicholson
5 July 2018 Updated to include new legislation on data D Nicholson

breach notification.
Added information required on school tours
Collection Notice, as required.

6 February 2020 Updated to reference the Australian Privacy |R Millar
Principles and inclusion of statements relating
to overseas recipients

7 September 2023 [Reviewed and updated to fulfil compliance Risk &
requirements, including: Compliance
¢ Section 1 and 6: Additional reference to Health |Project

Records Act (2001) Manager

e Section 3: Significant detail added regarding
the kinds of personal information the school
collects, as required by APP. Wording adopted
from ISV model policy.

e Section 7 & 9: Additional dot-points added
regarding the use and disclosure of information

e Section 11: Additional paragraph stating that
the College has processes for responding to
data breaches.

e Other minor amendments such as improved
word-use, and inclusion of external appeal
mechanism (Ombudsman).

8 20/08/2026 Reviewed and updated in alignment with the |[Director,
Independent Schools Victoria (ISV) model Business &
privacy policy, developed by lawyers. Operations

Major amendments include sections covering:
Facial recognition software
Information Sharing Schemes
Third-party Service Providers

Artificial Intelligence
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