
 

 

 

Dear Parents, 
 
I am writing to let you know about a cyber security concern affecting Instructure, the 
provider of Canvas, our Learning Management System. 
 
Canvas is a very widely used platform internationally that allows teachers to set work 
tasks, online learning and receive assignments. Instructure has advised that the issue 
has been contained, and at this time there is no indication any Covenant staff or 
student information has been lost or disclosed. However, data security is a high priority 
for Covenant, so as a precaution, we have activated our Cyber Incident Response Plan, 
and we wanted to share some information on additional precautions that can be taken 
at home. 
 
What We Know 
 
Based on the information currently available, a cyber security breach has meant that 
some personal information of Canvas users (elsewhere) has been accessed. This 
appears to include details such as: 

 

o names 

o school email addresses 

o student ID numbers 

 

There is no evidence that sensitive personal information has been accessed such as 
passwords. Covenant only shares necessary information with third party platforms, and 
sensitive data is kept in separate systems that are unaffected by this situation. 

Our Response 

The School is taking this matter seriously and has added to our comprehensive cyber 
security systems 



• Undertaken a review of our Canvas environment and security settings 

• Increased monitoring of systems and user activity 

• Continued to work with relevant authorities and sector bodies to stay informed 

What You Can Do 
 
Cyber security is always worth attending to. We encourage families to remain vigilant 
by: 

• Being alert to possible phishing emails, text messages or phone calls that may 
appear legitimate 

• Avoiding suspicious links and attachments, and only open communications from 
trusted and verified sources 

• Monitoring accounts for any unusual activity 

For more information on cyber safety at home see the Australian Government’s 
cyber.gov.au 

We will also communicate directly with students regarding this matter and encourage 
safe practices. We ask that you please reinforce these precautions at home. 

Further Information 
 
We understand that incidents of this nature can be concerning. At this stage, there is no 
indication that highly sensitive personal information has been compromised, and the 
platform remains operational with monitoring in place. We will continue to keep you 
informed as further information becomes available. 

Yours sincerely, 

Andrew Lowry 
Business Manager 
Covenant Christian School 

 

https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fu9376346.ct.sendgrid.net%2Fls%2Fclick%3Fupn%3Du001.OpT6JTC3ssK01fwheOKBMuAlDLnUcNlHH-2BgUVkAPAYiS3djWiikKQGByy9u4FMofukcqZxDtzH3hcPuAzk2mPQ-2BI1p17MxSJO-2FORJjHJ1GLaulqBV8O5QCS1MDCSjWK42WFiaa5-2B-2BXbE92uEc9eddFSJ6zCpIlJemYyqyowW9YBqO9-2FtNAtNor9r23iloi30rPYtYx5VAlg8eUePiM4B7I4jTfplNKU3XzVHDPPqeTrjD53zfGzDuOuXqUI4par0YYielBygDE5fs9nMYDQ3JvWM2PG4GOuKTgIzm-2F6WK9nPUMwSqNsaqUXyI0OF5FFYQUNvqRjHiqLtQRXbC9TG5al1JntCSJ4tgfBjLj8Z6K76wMwc6nU9xyRbotpHjOEW5oNvQ-2BOWtHXRNHIXiiVXMUqok7H2Bm2t6fPlFFiFSJtAIsNlDoVQp9YtGNCz3QB6KnfcH9iIDbUVzqz8QpC-2FOPs1blw3NpcBT8w0-2FViK4PpKCCyO4EZRi8UrpkVFsx3jbcgvzi9S5rWraFXlLDnnXH8aTjHEjD4qryx51jiAr25hbmmTk1z7dUkO-2FY5TLkETk0-2Bg0y-2FDEebGE7be7m-2BmAL0Aqv1ewBQs-2BaLE9WvqGYk-3DECq2_cxyktVQ2PLDKENWLwGb6HOo2dG4qCx0MrP5m2-2F9OlMWMn04aOLAdhsDfhcw84qlhAk7CjI5eNlorekHf-2BNtNcR8iSRH-2FO4Ti-2FdcJEliiKPrps6BvabZ4c1fMmwTT6bRvQD8ADzNs4kXqx7-2BqagoHtwmK23XPZjzW2R8RSph6E0HjFHwj5AC5BEpRgaE4wCwBfcJ5LeWdN1gHoMI143XozYu6obCErCCTZvSzefIWid5Rwf-2BLhzqp5qaqp6UPDGjIdRrBnYh4XwxmFzvIY8mh0w-3D-3D&data=05%7C02%7Csfurner%40covenant.nsw.edu.au%7Cce74fcf740454fbcf52e08deacadecd8%7C0fece0788947417ca93058575eef7b3e%7C0%7C0%7C639138060186578841%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=IVl3lq4YEoFbNJEwexJc6eM7R%2BNY1BPynbYIA%2BN%2B8Qg%3D&reserved=0

