Covenant
Christian School

All knowledge through Christ

Dear Parents,

I am writing to let you know about a cyber security concern affecting Instructure, the
provider of Canvas, our Learning Management System.

Canvas is a very widely used platform internationally that allows teachers to set work
tasks, online learning and receive assignments. Instructure has advised that the issue
has been contained, and at this time there is no indication any Covenant staff or
student information has been lost or disclosed. However, data security is a high priority
for Covenant, so as a precaution, we have activated our Cyber Incident Response Plan,
and we wanted to share some information on additional precautions that can be taken
at home.

What We Know

Based on the information currently available, a cyber security breach has meant that
some personal information of Canvas users (elsewhere) has been accessed. This
appears to include details such as:

o hames
o school email addresses

o student ID numbers

There is no evidence that sensitive personal information has been accessed such as
passwords. Covenant only shares necessary information with third party platforms, and
sensitive data is kept in separate systems that are unaffected by this situation.

Our Response

The Schoolis taking this matter seriously and has added to our comprehensive cyber
security systems



e Undertaken a review of our Canvas environment and security settings
e Increased monitoring of systems and user activity
o Continued to work with relevant authorities and sector bodies to stay informed

What You Can Do

Cyber security is always worth attending to. We encourage families to remain vigilant
by:

e Beingalertto possible phishing emails, text messages or phone calls that may
appear legitimate

e Avoiding suspicious links and attachments, and only open communications from
trusted and verified sources

¢ Monitoring accounts for any unusual activity

For more information on cyber safety at home see the Australian Government’s
cyber.gov.au

We will also communicate directly with students regarding this matter and encourage
safe practices. We ask that you please reinforce these precautions at home.

Further Information

We understand that incidents of this nature can be concerning. At this stage, there is no
indication that highly sensitive personal information has been compromised, and the
platform remains operational with monitoring in place. We will continue to keep you
informed as further information becomes available.

Yours sincerely,

Andrew Lowry
Business Manager
Covenant Christian School
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