COLLEGE SUPPLIED DEVICE (CSD) GUIDELINES & POLICY

CCC LEARNING VISION

At CCC, technology enables, enriches, enhances and transforms learning opportunities for students.
Our College Supplied Device (CSD) program ensures that all students get access to an affordable,
reliable device set up to provide a high level of safety and keep the focus on learning.

The CSD compliments a range of other technologies including, 3D printing, robotics, coding, laser
cutting, digital scientific instruments, digital photography and information technologies.

While we believe it is important for students to access and use technologies, we also promote
traditional skills and learning time away from screens.

AUSTRALIAN NATIONAL GOALS FOR SCHOOLING IN THE 21T
CENTURY (Goal 1.6)

“When students leave school, they should be confident, creative and
productive users of technologies, particularly information and
communication technologies, and understand the impact of those
technologies on society”

The Ministerial Council on Education, Employment, Training and Youth Affairs (MCEETYA)
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1.0 OVERVIEW

CCCis a technology rich school, which aims to integrate technology into relevant aspects of learning and
teaching. We believe that students at CCC’s School should be equipped to respond to technologies in a healthy,
responsible and critical way.

The adoption of CSD program at CCC has extended the learning environment to give our students the capability to
collaborate, share information and experiences, work across disciplines and take control of their learning. Students
and teachers, now have access to a range of tools which assist in making learning richer and more engaging.

The CSD program provides students with a laptop to use at school and at home, enabling productive communication
and collaboration among peers and teachers.

2.0 THE COLLEGE SUPPLIED DEVICE (CSD) PROGRAM

2.1 The Laptop

The College will supply a laptop computer to students in Year 7 (both Year 7 and Year 10 after pilot year in 2025)
through a levy included in the school fees. The laptops are purchased by the College, remain the property of the
College and are fully maintained by the College ICT Support Services staff. Students will use the laptop at school and
take it home each evening, in the protective bag provided.

2.2 Programs and Resources

The laptop will come pre-installed with a suite of software to support teaching and learning at CCC. The following
standard software will be installed on the laptops (this is subject to change):

e  Microsoft 365 apps

e Adobe Creative Cloud
e Box of Books

e Handbrake

e VLC Media Player

e Vivi

e PaperCut

e Microsoft Defender for Endpoint

Students will not be permitted to install any other applications (including games) that interfere with the laptop being
used as a teaching and learning tool without the permission of the College.

2.3 Ownership

The laptop remains the property of the College. Students are expected to abide by the Acceptable Use Agreement and
other ICT policies when using the device both at the College and at home.

All material on the laptop is subject to review and monitoring by authorised College staff. If the student leaves the
College, the laptop must be returned immediately.



3.0 LAPTOP CARE & PROTECTION

It is imperative that students use their laptops in an acceptable way and as a learning tool. Programs which allow
students to access the internet, online chat, and email, should be used in a responsible manner.

3.1 Student Responsibilities

Usage, when it can be used, by whom and purpose
e The provided laptop should not be used by any other student or family member except for the parent or caregiver
when assisting with schoolwork.

Additions and deletions to software

e Students are not permitted to delete any software or install additional software that impacts on the performance
of the machine as a learning tool. If in breach of this, the laptop will be wiped and restored to original settings.

e Connection to home WiFi / internet is acceptable.

e Students will only connect their laptop to Cooloola Christian College WiFi whilst onsite. Connections to other
networks (e.g. phone hotspot etc) are not permitted.

Offensive images and audio
e Students are prohibited from accessing or storing offensive videos, images, and audio on laptops or other digital
storage devices.

Stickers and markers / pens
e Stickers, markers, or pens cannot be used on the laptop under any circumstances, including on the Teksin (branded
protective sticker on the laptop lid).

e Your name is to be shown clearly on the Tekskin to allow easy identification.
e The Tekskin is to remain on your laptop at all times.

Food and beverages
e Students are not permitted to eat or drink whilst using laptops.

Charging the battery
e ltis the responsibility of students to ensure their laptop battery is fully charged at the start of a school day.
e You may be permitted to charge your device in some classrooms.

Storage at home and school

e When notin use, laptops should be stored in a safe place within the protective bag, out of reach of younger children
and away from areas of excess heat.

e During breaks or when laptops are not being used, they should be stored in your locker/classroom provided.

e Laptops must not be stored in lockers overnight.

e Do not leave your laptop unsupervised outside or on the ground.

e If you lose your laptop, you must report this to College ICT staff immediately.



Organisation of files

e All schoolwork must be stored in OneDrive to allow for easy recovery of work in the event of device loss or failure.
e Students are permitted to create folders to assist them in the organisation of their work.

e Have a structure to your file storage and name documents correctly. This will make it easier to find them.

e Loss of data will not be an excuse for late submission of assessment.

e All material stored on the laptop must not breach copyright rules and regulations.

e The material stored on the laptop must be age appropriate and not of an offensive nature.

e Excessive storage of non-educational material is not permitted on the laptops.

Laptop use

Handling your laptop
e When in use, the laptop should be placed in a secure and safe position.
e The laptop should not be carried around whilst the screen is open.

e You still need to be careful with your laptop while it is in the bag. Do not drop the bag from your shoulder. Always
place the bag down gently.

e Be careful not to store items on top of your laptop or bag that can cause damage.
e Ensure the laptop is in sleep mode or shut down fully before placing into the bag.
e Always pick your laptop up by the base of the laptop to avoid damaging the screen and casing.

e Avoid Direct sunlight or sources of heat (such as a desk lamp), dust, dirt, rain, liquids or moisture, heavy shock or
vibration.

e LCD screens are delicate — they don’t like being poked, prodded, pushed or slammed.
e Please make sure all obstructions such as pens are removed from your keyboard before closing your screen.
e Do not slam the screen closed.

Care of laptop bag

e The bag should be fully zipped before being carried.

e Your laptop should be carried in the specially designed protective bag.
e The bag must be free from graffiti.

Passwords

e This password should not be given to anyone else or written down in the immediate vicinity of the laptop.
e |tis recommended that this is a combination of letters and numbers.

e |tis recommended to not use words that are obviously related to the users.

e [f you suspect someone of knowing your password, change it immediately.

Charger

e Do not step on your power cord or place heavy objects on top of it.

e When unplugging the power cord, pull on the plug itself, rather than the cord.
e Do not wrap your cord tightly around the adaptor box.

Technical Issues

e All issues big or small should be reported to the College ICT Support Services team via the IT Helpdesk ticket
system.

Student emails



e Students will be required to use Microsoft Outlook for all school emailing and are encouraged to check it daily.
Security

Spyware

Spyware is described as:

Any software that covertly gathers user information through the user's internet connection without his or her
knowledge, usually for advertising purposes. Spyware applications are typically bundled as a hidden component of
freeware or shareware programs that can be downloaded from the Internet; however, it should be noted that the
majority of shareware and freeware applications do not come with spyware.

Once installed, the spyware monitors user activity on the Internet and transmits that information in the background to
someone else. Spyware can also gather information about email addresses and even passwords and credit card
numbers.

Spyware is similar to a Trojan horse in that users unwittingly install the product when they install something else. A
common way to become a victim of spyware is to download certain peer-to-peer file swapping products that are
available today.

Since it is quite difficult to detect and build a tool to automatically filter/ remove spyware at this stage, we ask that due
diligence, and a “common sense’ approach is taken to downloading/visiting websites.

Anti- Virus software

e The laptop has Microsoft Defender for Endpoint installed. Please do not attempt to install any other
anti-virus software on the laptop as this may cause issues with the supplied software.

e If you receive a virus warning from any other provider, please do not click on the message and
immediately shut the machine down. If this message continually appears please report this to the College
ICT Support Services team immediately.

3.2 Missing Laptop Procedure and Strategies

| have lost my laptop, what should | do?
We understand that losing your laptop can be stressful, try to stay calm and complete the following steps.

Quickly begin searching the area in which the laptop was last seen.
Ask your teacher if they have had your laptop handed to them, or if they are aware that it is missing.

1
2
3. Ifyou are then unable to find the laptop you are to report this to College ICT Support Services immediately.
4, ICT staff will notify your PC Teacher or Wellbeing Coordinator who will co-ordinate a search for the laptop.
5

If the device has not been recovered by the end of the day, please inform your parents of the loss of the school-
owned laptop.

If you locate the device during the day, you are immediately to report this to College ICT staff so they are able to
inform staff that the laptop has been located.

| left my laptop on public transport
1. Report this to College ICT staff.

2. Staff will arrange for the transport company as well as your parents to be contacted.



| have found a laptop left in an unsecure location, what should | do?

All laptops found unattended on the school grounds must be returned to the ICT Support Services office. This will
allow for a single point of management for laptop recovery. ICT Staff will use the details on the laptop to locate the
student and endeavour to contact them as quickly as possible. This will help speed up the recovery of the device and
lessen the anxiety of the student.

Are there any proactive strategies | can do to help stop my laptop going missing?

1. Make sure your laptop and bag are clearly named.
2. Whenthe laptop is not in use store it in the lockers/classrooms provided.
3.  Consider using an Apple Air Tag or similar tracking device.

3.3 Damage or Theft/Loss of Equipment

3.3.1

3.3.2

3.3.3

3.34

3.3.5

3.3.6

3.3.7

All laptops are covered by a manufacturer’s warranty. The warranty covers manufacturer’s defects and normal use of
the laptop. It does not cover negligence, abuse or malicious damage.

All laptops are covered by an accidental damages insurance plan (ADP). This plan covers repairs associated to
accidental breakage caused from drops and falls etc. It does not cover negligence, abuse or malicious damage.
Claims for accidental damage will incur a $50 charge, at a maximum of 3 claims per device. Subsequent claims will see

the full charge of repairs / replacement charged to parents.

Any vandalism, damage, loss or theft of the laptop must be reported immediately to the College.

In the case of suspected theft, a police report must be made by the family and an event/log number provided to the
school.

If a laptop is damaged or lost through neglect, abuse or malicious act, the principal will determine whether
replacement is appropriate and/or whether or not the student retains access to a laptop for home use.

Students will be required to replace lost or damaged cases and accessories. This also includes damage to equipment
belonging to other students through neglect, abuse, or malicious act.

Leasing, ADP claims, and other CSD charges are applied to school fee statements each Term.



3.4 Substitution of Equipment

Replacing a lost or damaged device

When a laptop is replaced all efforts will be made to replace it with one of similar age.

If stolen, information from a student may be required by the College or the police where appropriate. Action in
response to damage or loss will be determined by the College.

Repair and turnaround time

The College ICT Department aims for a 30-minute turnaround time (within school hours) for a replacement device
when the student’s laptop suffers a hardware fault covered under manufacturer warranty or a software fault that
cannot be resolved in a reasonable timeframe. Devices that are damaged or have faults caused by misuse or
mishandling of the device will be subject to a next-day (within school hours) turnaround time. This time may be longer
or shorter depending on the extent of investigation required.

Accidental damage and Non-Accidental Damage

There are two types of damage as defined by the College.
1. Accidental Damage
2.  Non-Accidental Damage

Accidental Damage: Where a laptop is damaged and the student and parent or caregiver have met all the
requirements as outlined in “Student Responsibilities” (Section 3.1). See Section 3.3.2 for ADP coverage and charges.

Non-Accidental Damage: Where a laptop is damaged and the requirement stated in “Student Responsibilities”
(Section 3.1) have NOT been adequately observed. Laptops that are lost or stolen are also termed as Non-Accidental
Damage in this case.

The following are some examples of Non-Accidental damage or loss:
. Damage as a result of not carrying the laptop in the appropriate protective bag.

. Loss or theft of the laptop.

. Laptop placed in baggage in the hold of an airplane (laptops must be taken as carryon luggage).
° Scratching of the casing and/or bruising/cracking of the screen as a result of misuse.

. Theft or loss of device charger / charging cables.

. Lack of appropriate care taken when transporting the laptop to and from school.



4.0 MAINTAINING A SAFE ENVIRONMENT

4.1 Digital Safety

The College shares responsibility with parents or caregivers, government and the community to protect our children
from the impact of inappropriate material on the internet. This protection at CCC comes in the form of a number of
mechanisms to block inappropriate content.

CCC has internet and email filters to ensure the safety of your child whilst working within the College network.

The College also encourages active supervision of your child at home. The internet is a fantastic learning tool and
enables access to information that supports all areas of the school curriculum. However, it can be a time waster and
even quite dangerous if misused.

Whilst using the laptop at home, we recommend the suggested guidelines be followed:

. Supervise your child in a public room like the living room or kitchen.

. Avoid your child accessing computers in their bedroom or rooms that they can ‘close’ off to other members of the
family.

° Know your child’s password for websites / services such as Instagram, Discord, TikTok etc.

. Web browsers have a ‘History’ menu that you can access to allow you to see the sites that have been visited
recently.

As parents we should encourage and foster open communication about online behaviours, and an openness to discuss
online misadventures. Parents should be aware of what students are doing and take an interest in what they are
accessing on the internet. Educate yourself and your children about potential dangers online and how to make the
right choices about online behaviour. Good advice is available from the Federal Government eSafety website:
https://www.esafety.gov.au/parents/issues-and-advice/online-safety-basics

4.2 Healthy Habits

We recommend that students follow these healthy habits when using their laptops at school and at home.

Sit on a chair at a desk.

Keep good posture.

Relax arms, neck and shoulders.

Don’t sit too close to the screen.

Take regular breaks when sitting for longer than 30 minutes.

Make sure there is enough light.

Avoid exceeding the healthy screen time guidelines for your child’s age (currently 2 hours per day). Physical
activity and exercise guidelines for all Australians | Australian Government Department of Health and
Aged Care

4.3 Cyberbullying

Electronic communication presents an avenue for bullies to harass other students. The College sees this as no
different to any other form of bullying and is not accepted.

4.4 Internet usage within the school

Students are provided with access to the internet via the College network for purposes reasonably connected with
their studies. Internet usage is monitored and may be restricted or withdrawn at the discretion of the Deputy
Principal Secondary.



5.0

HANDWRITING, WRITING SKILLS & LAPTOPS

The nature of school and statewide testing continues to dictate that students are required to write some assessments
by hand rather than with their laptops. It is school policy that handwriting skills and handwriting activities will remain
as regular activities across the curriculum. This is particularly the case in senior years as students prepare for external
exams.

Ready access to on-line resources provides students with a wealth of material to assist their writing. Students are
expected to approach writing tasks using their laptop with the same attention to spelling, grammar, text type and
format as they do when handwriting. Spelling and grammar checking functions on the laptop are important learning
tools as they provide students with immediate feedback on their writing. CCC uses “Turn it in” software which enables
the teacher to check for plagiarism.

Generative Al is now widely available, and our teachers are educating students on how to use Gen Al as a legitimate

tool for research and mind mapping, while avoiding the trap of plagiarism. Our assessments and plagiarism policies
have been updated to reflect the changing Al landscape.
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