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1. PURPOSE

This policy explains the management, operation and use of the Closed-Circuit Television
(CCTV) system at Cobram Anglican Grammar School.

2. SCOPE
This policy applies to the installation of CCTV cameras on school grounds and the use and
disclosure of any footage produced by those cameras. This policy is consistent with Victorian
privacy Laws.

The policy should be read in conjunction with the ASC Privacy Policy and Procedures (6f) and
the Privacy Act (1988).

3. POLICY
Schools have an obligation to ensure the school environment is safe and secure, and fulfil
duty of care to students, staff and visitors. The CCTV system exists to assist our school to
fulfil these obligations and to prevent and manage other inappropriate behaviour on school
grounds.

CCTV provides enhanced capability to protect our school’s assets against vandalism and
theft. CCTV strengthens our school’s security by providing an appropriate level of
surveillance on school grounds and assists our school to take all reasonable steps to prevent
reasonably foreseeable harm on school premises (duty of care). The presence of CCTV
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cameras deters misconduct and inappropriate behaviour and reassures students, staff and
visitors that they are protected when on school grounds.

This policy describes how our CCTV system does this, consistent with Victorian privacy law.

4. Use of CCTV
Consistent with our School’s obligations set out above, Cobram Anglican Grammar School
may use CCTV cameras to prevent and verify incidents involving:
e criminal behaviour — of anyone on school grounds
e staff misconduct
e other inappropriate behaviour — including of students, staff, visitors or members of
the public. For example, this means the school may use CCTV footage of incidents to
help inform decisions about student management

5. CCTV cameras are not:
e hidden or covert
e |ocated in private areas such as toilets, changing rooms or staff rooms
e used to monitor student or staff work performance

6. Location of CCTV cameras in our school
CCTV cameras are located in:
e school entrances
e corridors
e locker areas
e admin area
e ovals
e playground

Cameras are operational at all times.

The School has installed cameras in specific locations designed to provide maximum
effectiveness and cover, however, it is not possible to guarantee that the system will detect
and cover every incident that takes place.

The placement of CCTV cameras will be reviewed regularly. Cameras are not hidden or
covert.

7. Storage of Surveillance Data
CCTV footage is kept for no more than 30 days. If our school has not used CCTV footage in
any of the ways set out above, and there has been no request to view or access footage
during this period, the footage is deleted.

Where CCTV footage has been used to verify an incident or where it is required to be
retained for legal reasons, our school will manage and securely retain the footage.

8. Access to CCTV Data

Access to the CCTV data is limited to authorised staff, Victoria Police or as directed by law,
including:
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e Reviewing data following an incident related to vandalism, unauthorised entry to
school buildings, theft and other unwanted activities;
e Reviewing data following any emergency management or critical incident.

Surveillance data will only be viewed if there is a reasonable belief that an incident has
occurred and that the surveillance data may assist in identifying what has occurred and who
may be involved.

Only the Principal, Business Manager and IT Manager have access to the surveillance data.

CCTV data is regularly reviewed, with particular attention given to footage taken outside
normal school hours as part of increased school security which monitors trespassing,
vandalism and theft detection.

Any use of the CCTV surveillance data which is frivolous, or for private purposes, or is
inconsistent with the purpose and procedures outlined within this policy, will be considered
misconduct and appropriate disciplinary action will be taken.

9. Requests to View CCTV Data
All staff have the right to make a request to review surveillance data for an investigation
where they believe an incident has occurred. Staff are required to make this application
through the Principal, Business Manager, Head of Senior School or Head of Junior School.

The request must be in writing and contain the following information:
e Date of the incident;
e Time of the incident;
e Location of the incident;
e Reason why the viewing has been requested.

10. Student behaviour and CCTC Footage

Images of students capture by CCTV is personal information. If CCTV footage is used as
evidence in a disciplinary matter involving a student then the student and their parents
should be allowed to view the evidence (but not provided a copy). The viewing should be
contained to the specific incident. They should be given time to consider the footage and
ask any questions about it. If other students are involved it may not be possible or necessary
to protect their identities. Each incident should be considered on a case by case basis and
legal advice sought if required. It may be necessary to seek the permission of other
students/parents or pixilate images that identify other students.

11. Information to the School Community
The School Community will be informed regularly, via the Newsletter, that CCTV cameras
operate on the school premises, however the location and times of operation of the cameras
will not be specified.

The policy is available via the school website; https://www.cags.vic.edu.au/

At review of this policy, staff will be advised that CCTV cameras are installed at the school,
be provided with the CCTV Policy and have the opportunity to raise concerns or seek
clarification.
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